NuadbopManinoHHasA MaMATKA AJIA 00yJaIOIUXCH

C KaxxabIM T'OJIOM MOJIOAEKHU B HNHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe el PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTI'O KOJIMYECTBa
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U l'IpO6J'IeMI)I. dta maMmsTKa JOJI2)KHA ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CETH.

KomImbroTepHbBIE BUPYCHI

KoMmmplOTepHBI  BUpYyC - 5TO Pa3HOBUAHOCTh KOMITBIOTEPHBIX  IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHWE K 3TOMY, BHUPYChl MOTYT IOBPEIUTH WJIH IOJHOCTHIO YHUYTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIbHBIE II0JH30BATEN0, OT HMMEHU KOTOpPOro ObLia
3alyllleHa 3apaKéHHas IIpOorpaMMa, a TaKKe TIOBPEUTh WU JJa’Ke YHUUYTOXKUTH
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiylaMu B I[eJIoM. B OOJBIIMHCTBE CirydaeB
PacCIpOCTPAHSIOTCA BUPYCHI YePe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnionp3yil coBpeMeEHHbBIE OIlepallMOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBauBai mavT (Hu@pPOBBIE 3aIUIATKHU, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JIOPAaOTKH IPOrpaMMbl) M Jpyrue OOHOBJIEHUSI CBOEH
omepanuoHHOU cucteMbl. CKaumBall UX TOJIBKO € O(PUIIMAIILHOTO calTa pa3zpaboTumka
OC. Ecu cytiecTByeT peXUuM aBTOMAaTHUECKOTO OOHOBJIEHH S, BKJIIOUH €T0;

3. Paboraii Ha CBOeM KOMITbIOTEPE 10| IIPaBaMH I10JIb30BATEJS, a HEe aJ]MUHUCTPATOPA.
9TO He MMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MMPOrPAMM HHCTAIIMPOBATHCS HA TBOEM
IIEPCOHAILHOM KOMIIBIOTEDE;

4. Vlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTEE, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpaanub GU3UIECKUU I0CTYy K KOMIBIOTEPY /1J1 HOCTOPOHHUX JIUIL;

6. Mcnosp3yil BHellIHMEe HOCUTeIU UHGPOPMAIUY, Takue Kak (ielika, AucK win Qaiin
U3 UHTEPHETA, TOJIbKO U3 MpOo¢depeHHBIX HCTOUHUKOB,

7. He oTkpbIBail KOMIbIOTepHBIE (ailibl, MOJyYeHHblE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (ailyibl, KOTOpPbIe MIPUCIAT TBOU 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJIIAI
JI¥ OH Tele uX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJI Iepe/launl JAaHHBIX, HE TEXHOJIOTUS, a BCETO JIUIIb OpEHJ, MapKa.
Eme B 1991 roay HujAepsaHJicKass KOMIaHUA 3aperucrpupoBaia 6penzs « WECA», uro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTCa Kak
«0becIpoBOHAS TOUHOCTb».

Jlo Hamero BpeMeHH /IOLLIa Jipyras abOpeBuaTypa, KoTopas fABJISETCA TaKOU Ke
TexHoJsioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JJaHO C HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBOU TexHuUku Hi-Fi, 4To B mepeBojsie 03HAYaeT «BBICOKAS
TOYHOCTb».



Jla, OecIIaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme 3SKCOEepThl CUYWUTAKOT, YTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IIaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYI HWHMoOpManuio depe3 obmmenoctymabie Wi-Fi ceTtu.
PaboTas B HUX, JKeJlaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem camMbIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbszoBanmu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIUYAHUIO, OJHAKO HEKOTOphIe
MI0JIb30BATEIN AKTUBUPYIOT €€ /71 y/I00CTBA UCIIOIB30BaHUsA B paboTe win yuebe;

4. He ucnionpsyit nyoamunsiii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HATIPUMED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIN B 3JIEKTPOHHYIO I10YTY;

5. Unoawp3yil Toibko 3aimuiieHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aspeca BBOAYU UMeHHO «https://»;

6. B wmob6mipHOM TestedoHe OTKIOUM GyHKOHI «Ilogkimoyenme k  Wi-Fi
aBTOMaTHuYecKu». He momyckail aBTOMaTHYeCKOro MOAK/IIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

CornasibHble CETH AaKTUBHO BXOZAT B HAIIY KU3Hb, MHOTHE JIIOJIH PAaOOTAOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3aperucTprupoBaH MUJLTUAP/T YETIOBEK, UTO SIBJISIETCS
OJIHOH ceIbMOM BCEX KHUTejed IIaHeThbl. MHOrHWe II0J1h30BaTeJ I He MOHMMAIOT, YTO
vHopManus, pa3MelleHHass UMU B COIIMAIbHBIX CETAX, MOXKeT ObITh HaWjieHa U
HCIIOJIb30BaHAa KEM YTOJHO, B TOM YHcJyIe He 00s13aTeIbHO ¢ 0J1aruMu HaMepeHUsIMU.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsaX He JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO Ku3Hb. He ykaspiBall maposiu, TesedOHBI, ajgpeca, AaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHQOpPMANUio. 3JI0YMBIIUIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amuIiai CBOI0 PeIyTaIuio - IEPKU €€ B UUCTOTE U 337jaBail cebe BOIIPOC: XOTeJl ObI
TBI, YTOOBI APyTHe M0JIb30BaTeN BUEJIN, UTO Thl 3arpyxkaems? [Togymaii, mpex/ie uem
YTO-TO OIyOJIMKOBATh, HAIIUCATH U 3aTPy3UTh;

4. Eciu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE pPeayIbHOE
UMs U JPYTYIO JTUUHYI0 HHPOpMaLU: UM, MECTO KUTEIbCTBA, MECTO YUeObl U IIpoUee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHNE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJI0KHbBIE ITAPOJIH,
cocrosmue U3 OykB U nU@P U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, MOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh PA3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKH TOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe AC€HbI'

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU JIEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHM (PYHKIMOHUDPYIOT U O HHUX YK€ IPOIHUCAHO B 3aKOHeE, IJle UX
pa3AendT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U He aHOHUMHBIe. PazHuIla B TOM, 4TO
aHOHUMHBIE - BTO Te, B KOTOPBIX paspeliaercsi IPOBOAUTH omepanuu 0Oe3
WJIeHTU(PUKAIIUY I10JIb30BaTeNsA, & B HEAHOHUMHBIX HJEeHTU(UKAIUU I10Jb30BaTesIA
SIBJIsIETCS 005A3aTeIHHOM.

Taxske ciiefyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbrH (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE HedHATHBIE IeHbI'Y (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI 10 OE30IMACHON PAabOTe C HJIEKTPOHHBIMU JIEHbI'AMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN TApOJIb UJIN 3a/IENTh HA CAUT C HE3HAKOMOI'O YCTPOUCTBA;

2. Mcnosnb3yil ogHOpa3oBble maposiu. Ilocie mepexona Ha YCUJIEHHYIO aBTOPHU3AIHIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIM IepexBaTa IJIATEKHOTO apoJIs;

3. Beibepu cioxHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YraZaTh CJIOXKHBIHN
naposib. HazieskHbple maposii — 3TO MapoJiv, KOTOpble COZlep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, APl U HECKOJIHKO CHUMBOJIOB,
TaKMe KaK 3HaK /10j1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOAM cBOU JIMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHAA MOYTa — 3TO TEXHOJIOTUA U MPEJIOCTABIsAEMbIE €10 YCJIYTU TI0 MePeChlIKe
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PACIPEIE/AIOTCS B KOMITBIOTEPHOU
cetu. OOBIYHO 3JIEKTPOHHBIM IIOYTOBBINA SIIUK BBIIJIAJUT CJIEAYIOIMUM 00pa3oM:
UMS_TI0JIb30BaTENIA@UMs_IoMeHa. Tak:ke KpoMe Ilepefjlayy IPOCTOro TeKCTa, UMeeTCs
BO3MOKHOCTbH TI€pPEe/IaBaTh (DauIbl.

OCHOBHBIE COBETHI 10 OE30ITACHON PabOTe C HJIEKTPOHHOU MTOYTOM:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEINIb W KTO
MIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMaruio. Hanmpumep, jrydiie BRIOpATh
«MY3BIKAJIbHBIA_(haHAT(@» WIN «POK2013» BMECTO «TeMal3»;

3. Mcnob3y#l ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOT/[a IOMHMO HapOoJIsi HY?KHO BBOJHUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. BpiOepu CJIOKHBIN Taposib. [IJisi KaXKIOro IMOYTOBOTO SIIUKA JOJIKEH OBITh CBOU
HaJle>KHBIN, YyCTOMUUBBIA K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJBKO IOYTOBBIX ANIUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBEPsEIIb. ITO 3JIEKTPOHHBIN a/ipec He Ha/l0 UCI0Ib30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail (aiiyibl U JIpyryue BJIOXKEHUS B MHChbMaX Jla’Ke €CJIM OHU MPHUIIUIN OT
TBOUX Jipy3e. JIydllle yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH (haiibl;

8. Ilociie okoHUaHWsA PabOThI HA TOYTOBOM CEPBHUCE TEPE] 3aKPBITUEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIUTH».

KubepOy IMHT WU BUPTYaJIbHOE U3/I€BATETHLCTBO

KubepOystmHr — TpecyiefjoBaHWE COOOIEHUSAMHU, COAEPKAIMUMH OCKOpPOJIEHUS,
arpeccuio, 3allyTUBaHWE; XYJIUTAHCTBO; COI[UAIIBHOE OOWKOTHUPOBAHUE C ITOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM

1. He Opocaiicst B 60M. JIydmmuid crmocob: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 0OpaTUThCsI, TO BHAUYaJIe YCIIOKOUThCSA. EC/IM ThI HAUHEITh OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHM S, TO TOJIBKO eIlle OOJIbIIe Pa30KIKeTb KOH(DIIUKT;

2. YrpasJisi cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAasd. CYH_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyIMTaHCKUI 00pa3 BUPTYyaIbHOH *KU3HU. VIHTEpHET (PUKCUPYET BCe
TBOU JIEHCTBUSA U COXPAHSAET UX. YIAIUTH UX OyZIeT KpaiiHe 3aTPyHUTETHHO;

5. Coburoait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. VrHopupyél emuHUYHBIA HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydiiie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4aJIbHOU CTa/IuH;

7. BaH arpeccopa. B mporpaMmmax o0MeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSIX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHUH C OIPe/IeIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysuimHra. TBOWM JeWCTBUA: BBICTYIIUTh IPOTUB
npecjiefioBaTesis, IIOKa3aThb €My, UYTO €ro JIeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
MOIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, © Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJ1s1 OJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IPOUCXOAUT He TaK MHTEHCUBHO, KaK JJIA
ITK, To >ke camoe KacaeTcsa U MOOWIbHBIX IPUIOKEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 yVXKe IIpaKTU4eCKH [JOTrHa/Ii HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a COOOH 6OJII)H.Iy}O CJIO?KHOCTDb U
MEHDbIIYIO 3alllUIINECHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ’[eHI/I}I, 3aKpbIBAIOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huuero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpDOKEH, Beb KOTa
Tebe mpesIaraloT 6eCcIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TIATHBIE
YCIyTH;

2. Jlyma#i, mpexkjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOUHO 3HAEIID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo0/11M0 0OOHOBJIATH ONlEPAIIIOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Vicniosb3yii aHTUBUPYCHBIE IPOTPAMMBI /IJ11 MOOMJIBHBIX TeJ1e(pOHOB;

5. He 3arpy»xail npusioKeHus1 OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, I/le BBOAWII JIMYHYI0 UHGpOpPMAaIHIo, 3alU B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuoguuecku poBepAl Kakue IJIaTHbIE yCJIYTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth momxeH OBITH BBIKJIIOUEH, KOT/Ja Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIIUE DPa3BJIEUYEHMUS,
00beIUHSAIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIy4alOT ONBIT. 3a YAOBOJIBCTBHE OHHU IUIATAT: IOKYHAIOT JIMCK, OIUIAYMBAIOT
aOOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha CcaMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIH
(rudpoBeIe 3aIUIATKH JJ1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT oOIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpPaXXH
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s IJI0X0 WIH co3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KEUIYIL/'ICH AAMHUHHUCTPpATOPAM HWIPDbl Ha IIJIOX0€ IIOBEAECHHE OTOI'O HUIPOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKHe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Ipodaiiie Urpsl;
4. YBaxkail IpyTux y4aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(pUIabHbIe TATYH U MOJIBI;

6. Mcnosib3yli c103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpPhl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaellb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IIEPEMECTHJINCH B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTI0OUMBIM» JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: HUHTEPHET-MOIIIEHHUYECTBA WU (DUIIIKHT, TJIaBHAs 11€JTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JTAHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriuiickom sizbike phishing unrtaercs kak ¢gpummnr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOPHOE ¢ PUIITHHTOM :

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MO’KHO CKODEe;

2. Hcrmonp3yhh Oe3ormacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yii ciokHBIE U pa3Hble mapoyu. Takum ob6pa3om, ecyiu TeOsA B3J0MAIOT, TO
3JIOYMBINIJIEHHUKY MOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B310MAasu, TO HEOOXOAUMO MIPEeAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B JIPY3bsiX, O TOM, UTO TeOs B3JIOMaJIM ¥, BO3MOXKHO, OT TBOETO
“MeHHU Oy/leT pacchblIaThCs CIIaM U CChUIKU Ha (DUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKJIIOUM cOXpaHEeHUe MMapoJis B Opays3epe;

7. He oTkpbiBail daiiyibl U Jpyryue BJIOXKEHUA B MHUCbMaX Jlake ecjId OHU MPUILIN OT
TBOUX Jipy3el. JIydlle yTOUHU Y HUX, OTIIPABJISIN JIU OHU Tebe 3TH (aiibl.

Mudposas penyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAsA WIN MO3UTUBHAA UHGOPMAIUs B CETU O Tele.
Komnpomerupyomasa uadopmanus pa3MellleHHas B HHTEPHETE MOXKET CePhe3HBIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTcs u3 nHGOpManuu o Tede B HHTEPHETE.

TBoe MecCTO JKUTEJIbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa U PaccKasbl O OJIM3KUX - BCE 9TO HAKATLJIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
o ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
Tebs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
nHdopmanuio, momaja JU OHA B IOWCKOBBIE CHUCTEMBI M COXpAHWIACh JIM OHA, a
[JIABHOE: UTO MOJ[yMalT O Tebe OKpy»Karolee JIIOAW, KOTOPble HAWIYT U YBUAAT 3TO.
Haittu mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHHUeM IPUUYNHUTH BpPe. ITO MOKET ObITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUOPOBON PEIyTAIIH:

1. [Tomymai, mpexze uem 4To-TO IIyOJIMKOBATh U TEepefaBaTh y cedsa B Osiore wiid B
COIIAJILHOM CEeTH;

2. B HacTpolikax npoduisg yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPOoduiisa U ero
COJIEPKUMOTO, CZleJIald €T0 TOJIBKO «JJIS IpYy3ei»;

3. He pasmemaii 1 He yKa3bsiBaii HHGOPMAIHUIO, KOTOPAs MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IIKOJIBHUKU- AaKTHBHBIE II0JIB30BATENU I[U(POBOTO ITPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IHU(MPOBOTO
Mupa TpebyeT cobJIIoieHN TTPAB HAa UHTEJJIEKTYAJIHHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHUIl W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA IMPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadusimu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIHHYI0O COOCTBEHHOCTh Ha IPOU3BEEHHUS
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBE rapaHTUH
TOTO, YTO UHTEJIEKTYaIbHBIN/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlPACHBIM, AACT eMY
CIpaBe/lJIMBblE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPYZAA, IMOJIyYUThb
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspelieHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
ero TMpOU3BeJeHNe, PAaCIpPOCTPAHATh, IIyOJUYHO JI€MOHCTPUPOBATh, IIPOJIaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIUYHO HCIIOJHATH, TOKA3bIBATh/HUCIIOJIHATH B
adupe nim pa3MmeniaTts B IHTepHeTe.

Vcrosp30BaHUe «IMHPATCKOTO» IPOTPAaMMHOr0 oOeclieueHus] MOKeT TPUBECTH K
MHOTHM pHCKaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOWCTBA, I7le YCTAaHOBJIEHHBIA HE JierajibHasA nmporpamma. He crouT Tak:ke 3a0bIBaTh,
YTO CYIIleCTBYET JIeTAIbHbIEe U OeclIaTHbIE IPOTrPaMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O noptase

CeTeBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30IMacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyalUd OOpaTUThCSA 34 COBETOM. A TakKe NPUHATH y4acTue B
KOHKYpCax U CTaTh CaMbIM ITU(MPOBBIM I'paKJaHUHOM !






